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Classified Information Policy and Executive Order 13526

Summary

Recently, there Jdpaowdildeen nmuldteingplse imivgH ving t he
government informationWi Pet bhapsnawighopiroend nepwmb I iv
of more than 600, 000 ¢l assifieidn cDedpeanrttsmehnatv eo ff ulre

heightened congressional, madioca,magndnppbllicyint e
President Barack H. Ob a ma “Cil sassusei df i Eexde cNuattii voen aQr dSeer
I nf or’hwant iDbenc e mber 2 9r,e s2s0 09, b ca& n¢dd RChade g n g Over
ClassifiwhitcihonPrAeesti,dent Obama signed into 1law on
This report pr ocvliadsessi fiinefdo rymmalitvicoma doinca polcall ed
classificanabnopalisycandty claskt fdicaduoaned ntfloe
histor y,a gceonsctise,sr aslnsasli agsnseidf i e d i.n fTohremiaoteipwne $p olni ¢ y
Executive Orheastladhl2ias loefish rent policy, and the 71 ¢
possible oversight i1issues for Congress.

In broaldagsirfmsgd ci nformation policy aims to decr
foreign mnations -haeclcde sisnitvmogrhngpotvicoommmédom s z2 agi omn t o |
t hneational sUncteidt Staf eshyg Touthosi ends and polic
to information hel dFbget hbt Fceldaesdsaiffiipeddy eirnnfimernnta.t i
“I' nf or ma teiroina lord emsaitgnated and clearly marked or c
provisions of a statute or Executive order (or a
Executive order), as requiring azepedificdodageed
reasons of mnational "Aeccarrditnyg (t5d tUh eS.ICn f cdr2mba(tli) o n
Of fiocvee,r ngment security classificatalohoaghts$hwer ¢
excludes 1int éelxlpiegnednicteu raegse.nc i e s

Congress has enacted statutes to set aspects of
Presidents have i sessutecadbllaxschd ftiiede iafdemattion poli
procelwupiesatlHeggs e dir e ctwhvoe si nh atvhee dfeefdienreadl (glo)ve r n
classify (i2zmhiatrt mhevehs oflabkasdifac@twgmaakdng
secr’emay be(3whedmay access cla(sd)ofwi addi whemmati on
classified inforinead.i on is to be declassif

E. O. 3526

1 2 revised the previous policies on thes
Declassification Center. This center, l ocated at
is tasked with el i mi npaatgien gb aaclkmleosge foifb dnr 400 r chs 1 I 1
years old and ol der.

Congress may opt to examine the 1implementation c
mandate for agencies to review their security cl
Addi t itohnea Iplrya,ct ice of permitting the executive b
policy may be subject to examinatien. Similarly,
Classification Act came 1 ess tChoanng raggsyheoabreca ft er t

examimmewhatldegidging agencies have 1implemented
or dceornsomantly

This report will be updated to reflect significe
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Recent Helgheteenst

resident Barack H. Ob a marnCilsassusei df 1 Eexde cNuattii voen aQr dSeer
nf or hoant iDbenc e mbetr 29, 20009.

n the months succeeding the issuance of E.O. 1 3
on giroensasl , media, and public interest in the 1iss

o = =g

1. Shamai Leibowitz, a former Federal Bureau of
sentenced to prison for divulging classified

2. Wi kil e,a kasn. oormgg hdad szeast ii boe I'pfu balsi ca s er vice designe

to protect whistleblowers, jourmnalists and a
to communi catpeu btloi sthheed pouddllii,nde,0 Omocrlea stshiafni e d

dipl omatigovaeabhmse n tipnrdoodcucneedn tdsur i ng t he wars i
Af ghanist3heasrd disad.osures have been condemn

Administration* and other officials

3. An Augus,mefmpr20d@dm indicates that the Depart
( DOD) i s amd cdeasstirnogfi a gitt henenofianebook by a f
empl oyee. The agency believes the book revea
military and intellig’ence operations in Af gh:

4, Jack Gol dsmith, a former U.S. “aenmietant att o
goevr n me nt ”hoafvfei clicaalkse d ¢l assi fied information
Woodwlard.

These 1ncidents occurred in the waked of other 11

IPresident Barack H. Ob a ma, “Executive Order 13526, Cl assi
2009, 75Federal Register07, January 5, 2010.

2Maria Gol d, mpldyeetentenced BtRdkingClassifiedPapers > May 25, 2010, at
http://www.washingtonpost.comp-dyn/contentarticle20100524/AR2010052403795.html

3Gl enn Kessler, “ WiSkcrelLStateDapartnentGablepésksiUs. Piploméicy » Wa s hingt on
Post, November 29, 2010, ldtp://www.washingtonpost.comp-dyn/contentarticle/2010/11/28/

AR2010112802395.html Ma r k Ma zPakistan Aids hsurgendy in Afghanistan, Reports AssBegw York

Times July 25, 2010, dittp://www.nytimes.con201007/26/world/asial6isi.htmt a n d Ehk Iraq érchive:

The Strands of a WarRlew York TimesOctober 23, 2010, attp://www.nytimes.con201010/23Morld/middleeast/

23intro.html

“White House Office of the Press Secretary, “Statement by t
http://www.whitehouse.gothe-pressofficef201011/28/statemenpresssecretaryand White House Office of the

Press S Statement af National Security Advisor General James Jones on Wikildaks] ul'y 25, 2010, at
http://www.whitehouse.gottie-pressoffice/statemennationatsecurityadvisorgenerajamesjoneswikileaks

5Scott Shamein“Bkare Sight i Mew ¥arknTimesBeptdmb® 479 20210sat Re pr i nt , ”
http://www.nytimes.con201009/18/us/L8book.htm] and Ronald L. Burgess, Lieutenant General, Defentsdligence

Agency, “Harm to National Security from Unauthorized Discl
Lieutenant Colonel (LTC) Anthony Shaffer in His Book “Oper
http://www.fas.orgggphews201009/dia080610.html See al s o Steven Aftergood, “Pentagc
Ne w B ESeckecyNews.orgeptember 15, 2010, faitp://www.fas.orgblog/secrecy201009/dark_heart.html

6Jack Goldsmith, “Our Nat i on WashBigton PastDctober 22,t2010,at i n a Br oken S
http://www.washingtonpost.comp-dyn/contentarticle20101021/AR2010102104848.html

Shane Harris, *“WdshingtgnianJgly 2010,ahttp:/avani. washingtonian.compfint/articles6/0/

16336.html
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This report addresses classifredtsnfenmtathenapgoel
assigned a role in it. The report focuses on Exe
policy, and identifies possible classified infor

Overviblwssified Information P

De fi hi on

Many authorities and policies limit access to it
examples include

X Article 1, Section 5, of the U. S. Constituti
Congftsehsasl1 keep a Jourmnal of its Proceedings,
t he s ame, excepting such Parts” as may 1in t he"

X Federal lawlkeapompednbnggeestoidadBs; C. 6103)
and

X Federal agencies thastr adetvs stea ipugfleanrcmaetsi ¢ o
have, for exampleFomabDKkEdcidwhiuvdieat Onby
proscribes tReir public release.

This freecpwsretes on oneclafstiliced pofwhiheadi onl pollicy
security cl aaswdlfaiscsdtfiicend pmoaltiicomal. s ecurity infor

Federal 1 awl/ hsasi fdiedd sniedf or mat i on

information or material designateddclearly marked or clearly represented, pursuant to
the provisions of a statute or Executive order (or a regulation or order issued pursuant to a
statute or Executive order), as requiring a specific degree of protection against
unauthorized disclosurerfoeasons of national security0 U.S.C. 426(3)°

Broadly bEpeakfngd tnforamatdadgeadpothicglovef amento

prasthat aim to restrict access to information o
seculfhiee ypumpdseni ting access to this information
persons, organizations, or mnmations to inflict ha

As the two follo@ongressthbassdesepgabied gpr mati on
statHoteevse.r, classified information policy largel
or d¥r s .

8 CRS Report RL3349%&ecurity Classified and Controlled Information: History, Status, and EmehMarmpagement

Issuesby Kevin R. Kosarpp. 1023.0n November 4, 2010, President Obama issued an executive order that aims to

reduce the diversity ofagencyr e at ed contr ol mar kings. Bba6rConfrélledH. Obama, “Ex
Unclassifiednforma i o756 FeteralRegister68675, November 9, 201@thttp://www.archives.goeti/documents/
2010-E0-13556cui.pdf

9 This definition only applies to the Intelligence Identities Protection Act (50 U.S.C42@)L Similar definitions also
may be found at 18 U.S.C. 798(b) and 50 U.S.C. 438(2).

0«“While the Supreme Court has s ttionaladthoritytmcontral aceessbor e s i dent ha
sensitive information relating to the national defense or to foreign affairs, no court has found that Congress is without

aut hority to | ERSiRepbraRS21900Me Protaction of £lassified Ififormation: The Legal

Framework by Jennifer K. Elseasummary page.

Congressional Research Service 2



Classified Information Policy and Executive Order 13526

Executive Orders

1 ssued eXxe
edd 1 nfor m:
526 on Dec

Since 1940, Presidents regularly have
pol i éDE@®KAWs( t hi ser epootrai DgmBRr basHlHeeyi §i
policy through the 1ssuance of E. O. 13

Table 1. Executiv e Orders on Classified Information, 1940 -2010

Date Signed President Order Citation
March 22, 1940 Franklin D. Roosevelt E.O. 8381 4 F.R. 1147Narch 26, 194p
February 1, 1950 Harry S Truman E.O. 10104 15 F.R. 597Rebruary 3, 1950
September 24, 1951 Harry S Truman E.O. 10290 16 F.R. 97953eptember 27, 1951
November 5, 1953 Dwight D. Eisenhower E.O. 10501 18 F.R. 7049November 10, 1958
May7, 1959 Dwight D. Eisenhower E.O. 10816 24 FR 3777(May 12, 195p
January 9, 1961 Dwight D. Eisenhower E.O. 10901 26 F.R. 217January 12, 1961
September 20, 1961 John F. Kennedy E.O. 10964 26 FR. 8932(September 22, 1961
January 12, 1962 John F. Kennedy E.O. 10985 27 FR. 439 (January 16, 1962
February 28, 1963 John F. Kennedy E.O. 11097 28 F.R2021 March 7, 1963
March 8, 1972 Richard M. Nixon E.O. 11652 37 F.R. 5290March 10, 197p
April 24, 1973 Richard M. Nixon E.O. 11714 38 FR. 10245(April 26, 1973
June 11, 1975 Gerald R. Ford E.O. 11862 40 FR. 25197(June 13, 1975
June 28, 1978 James E. Carter E.O. 12065 43 F.R. 28949 (July 3, 1978)
April 2, 1982 Ronald W. Reagan E.O. 12356 14 F.R. 14874April 6, 1983
November 10, 1994 William J. Clinton E.O. 12937 SOFR. 59%%2\2)0"6%” 15,
April 17, 1995 William J. Clinton E.O0.12958 60 FR. 19825(April 20, 1999
August 2, 1995 William J. Clinton E.O. 12968 60 F.R. 40245August 7, 199p
November 19, 1999 William J. Clinton E.O. 13142 64 FR. Gegzi\govember 23,
March 28, 2003 George W. Bush E.O. 13292 68 FR. 15315(March 28, 2008
December 29, 2009 Barack H. Obama E.O. 13526 75 F.R. 707January 5, 2030

Source: Compiledby the authorfrom http://www.archives.gofdderalregistertodificationhumericexecutive
orders.htm and theFederal Register

TypicattHegse directives have defined

X who in the federal government may <classify i

X what level onofindl ad asfida‘itmcirmamar kings (e.
be wused

X who may access chandsified information
X how and when c¢classified information 1is to be

These executive orders also haveekemutedethedas s
have fdarhki diden oftol gzosmcfantatviohations of 1aw, i
administrative error; to prevent embarrassment t

Congressional Research Service 3
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competition; or to prevent or del pyotketitoheamne
the interest 76ft.gati &nt®WilbIPR 36061t Fec

In some 1 nstancesma nedxdetctuhtei vdee colradsesrisf ihcaavtei on of d
1293%%),established new agehtassd fi edompleoeméenkt Odnp
12065).

Frequemt Inyew e xecutthievec loarsdseirf ireedp eianlfsor mat i on pol i
execut i.veOnoer deexrcse pt i on to this generalization 1is
di ssemination of “ciemfhaarvmatailo mirlagardi mgmd naval i
equi Pmehlats not been YRmpesidente xPrlumain liyssued t hi :
subsequent to the enactment of statutes that rer

Statutes

As descr icH edfd wadb oivhnef,or mat i on policy largely has b
order s . However, periodically Congress has enact
those that

x forbid individuals from gatherinegd receiving,
to national defense and intelligence activit
the death penal ¢ §2i8t7a3e8r;t 71386 -UiInSs. tCa. n c7e9s3

X forbid the disclosure of classified infor mat:
systeamsyptooagraphy (65 Stat. 719; 18 U. S. C. 7 6

X prothaetidentities of covert intelligence age:
P.L20D7Sec. 2(aj@W.®6CSta2.1)122;

X established the Public InterestwiDiehcl assi fica:
advising the President and other public offi
pol@®Pck.560D i tllled WItla;t 50 285%. C. %85, Amendment
and

X required the establishment of procedures for
disclosure of any c¢classified information 1in
i ncl udSiunpgr etnhe® .Clo-4 559694 St at8 UVO0RS5HC. Appendi x

Congress enacted a particularly significant «cl as
intelligeatcieoPm Lha-h@ D@ e c . 802 ; 108 Stat. 3435, 50
to the President the responsibility t establist

Prekheode
infor mat

0
imformation. This made into—-hdwowhatg ha

d
have a lead role in devising classified

1 This report addresses the agencies involved in classified information policy o®pp. 7

2president Ha recuive ®rder 1040kBefining Ceffain Vital Mlitary andNaval Installations and

Equipment as BquiringProtectionAgainst theGeneralDissemination ofnformationRelativeTheretg ” February 1,
1950,15 Federal Registes97,February 3, 1950.

13 CRS ReporkL33502,Protection of National Security Informatipby Jennifer K. ElseaAgencies that produce and
utilize classified information regularly, such as the DOD, also have deviseibpdbr handling unauthorized
disclosures of c¢classified information. For example, s e
Information to the Publ i c,Htp/dwwfasorgip/doddirdoddb2l0 50pdf July 22, 20
“The PIDB’s st at Rl 208458 Sec. 1162 (118 Stat. 3699) , dndl. 11653, Sec. 602 (121 Stat.

335).

Congressional Research Service 4
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Most r€ongté¢ysP. dn2adfldche Reddcismg fQwearti on Act, w
President Obama signedAcicnotrod ilmagw toon tOhcet oSheemra t9e, r2el
accompanying the legislation, this statute ai ms

prevent federal departments and agencies from ussagdly classifying information or
classifying information at a higher and more restricted level than is warranted, and by doing
so to promote information sharing across departments and agencies and with State, local,
tribal and private sector counterpais appropriat&.

te advances multiple mea
o assess whether their a
6

(b)) .

To these ends, the statu
agentnepectors general t
informatibP.nL . 23I8ikdcctsi dn

Estimhrirruwlal Federal Expenditures

The federat govelrnmenuwual expenditures for classi
are hbitcpw available.

The Information Security Oversight Office (ISOO)
Records Administration ( NARA) e satninmaatleldy crlealsesaisfeis
information policy costsdr Howwe ¥ e bojwnt heessta gmeast ceisms t
which are not audited by ISOO or any other agenoc
include the costs of the Central Intelligence Ag
(DI A) , Of fceceoerobft NetDobpnal Intellig-ence (ODNI),
Intelligence Agency (NGIA), the National Reconna
Security Agency (NSA). The classified informatio

are dperdovtio the President in a classified addendu

S

The 1 SOO reports that tota €
s 11

FY2009. Thi s amount 18
()LIXUYH

Il government <c¢lassifi
ghtly higher than the

15 Senate Committee on Homeland Security and Governmental AfRaickjcing Overclassification Act, Report of the
Committee on Homelana&urity and Governmental Affairs, U.S. Senate, to AccomigadRyb53 S.Rept. 111200,
111" Cong. 29sess., May 27, 2010, p. 1.

Congressional Research Service 5
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Figure 1.Estimated Federal Government Classified Information Policy Costs,
FY2005-FY2010

$12.0
2 /—
2
35 $6.0
2
O $3.0

$00 T T T T
FY2005 FY2006 FY2007 FY2008 FY2009
Year

Source: Information Seurity Oversight Office, 2009 Cost Report.

Notes: Estimated costs do not include the classified information policy cost3AfDIA, ODNI, NGIA, NRO,
and theNSA.

Nearly 55% ($4.8 billion) of the FY2009 estimat e
“informati”’en admiunistyrative category that 1includ
computer hardware and software) used to collect
administrat

b

ive expenses rehtatoed ®otimformation s

Approximately 15% ($1.3 billion) of “stensifyed i
management, over'Thghtemandipgad@@¥%wng$2.7 billion)
costs of per sgornonuenld scehceucrkist yo n( ep.egr.s,o nbsa cwki t h a
rmation) the training of personnel in the 7
ical security of facilities holding classifi

55 s
« o
w o

u
Y2009, the federal government 1is estimated t
rmation. 0 Pohoif s ¥h2e@@o9cthsh stsa fied iamdgtBsha8i on po
i on)

o m et i~ Bt
-3 B

—

= o

[a—
jo%]
7]

sified Hamlfioaoyma tWlhon Does What ?

alilnyg ,s paecuatkhor i zed executive branch agencies
dance with standing classified information
mation and to train their pereomnard 1n 1ts
al, as mnoted previcooumspllyi,a nmcues twiatshs ecslsa stshiefiire
y .

er , four entities have been established and
n s(ilb)i Itihtei elsn f or ma t Q@ fofnd kSseCcR)y,i t fe OPuebbighlinte
assifi(cPhathiBh)n Bharlkdnt eragency Security Classi

" m vm e A
O 00 0035 00
o wng —B3rmo B3
—_S o =0 0 0 0
o < o = = = =

16 Information Security Oversight Offic@009 Cost RepoNARA/ISOO: June 25, 2010), pp-4, at
http://www.archives.gowgooteports2009-costreport.pdf
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(I SCARY (4) the Nation@NDOprIch ea sasui tfhi ocraitz aotni oCnesn ttehr
these entit inessi bainld ttihesi rarree sdpeoss cri bed bel ow.

Information Security Oversight Office

President James E. Carter established the Inforr
which he 1ssue'dThoen IJSUhQ® i2s8,1 olc9a7f8e.d wi t hin t he NA
Under E, OP&4B3S26, the I1SOO is responsible for 1s s
impl e men the executive ’oompltianadMdherewivihwing

C l1ishes r ds

t P
specifically, the TITSOO estab the standa
lassificationg lsdisfcil aastsiipdini cmairipldirensg; a n d

afeguarding cl®assified information;

genseibfspection programs; and

a s wDdh e

c
s
agenseesrity education and training programs :
a
a

genclessification and declassification guid.

The 1SOO also 1s asuttheo reivzael du attoioownpsh idoafic ¢caegoewni ctihe sE . C
13526 and to act upon icmppd md mtt st rempgacifdinlge agrac
Annually, th I SOO producec] as siefpioad ioanf dt thma ti imepd

e
anot heredem atlh gofviermfaionemat i on classifi?tation and

Interagency Security Classification Appeals

President Clinton established the Interagency Sce
12958, which hel 9%Whiclde ohr Apsr dEn@.00b3am26 made mo
augmentations ntol e¢hei tISCAPmber ship and duties 71e
establ?®s hment

The I'SChPmbers 1ncltuhdeS OOhe whoreetoesofis 1ts eXxe
and sleenvieolr representatives from the Departments
National Archives, the Office of the Director of
Advisor. (The President desghgnatosemkatil S@AHR o¢pla
The CIA may appoint a teceampentfor mhime mlhdd eiddn biyn ¢ han
is under consideration. The I1SOO provides admini
The I SCAP was designed tde sleasvsei faisc at ifor udn sfput a
decides in instances involving (1) disputes over

17E.O. 12065, Section-3, 43 Federal Registe28949 July 3, B78.

18 At the time 1ISOO was established, the NARA was the National Archives Record Service (NARS) éochteas

with the General Services Administratidrhe 1984 National Archives and Records Administration Rct.(98497,

98 Stat. 2292; 44 U.S.C. 2102) established the NARA and transferred the NARS to it.

®“The 1S0O0’s directives are binding upon agencies, although
(ODNI) retains some authority on these matters. The ODNI may, in consultation with the ISOO, issue its own

directives to protect intelligence sources, methods, and activities.

20E.0. 13526, Section 4 provides basic guidance to agencies regarding the safgcqaratalissemination of classified

information to authorized holders.

2See “1 SO0 Mtp/pvenw.archives.gowaoteports/

2President William J. ClintdnNat“iExmalutSecurrOirtdye rI nlf2dr5ma t iCdm,
FederalRegisterl 9825 April 20, 1995,

23E.0. 13526, Sec. 5.35 Federal Register07, January 5, 2010.

Congressional Research Service 7
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informati on; (2) agencies wishing to exempt 1nfoc
per sons (oprr ievnattiet ioers governmsentet)sappebtdbi kgepnia
classified after said person or entity has requc
Public Interest Declassification Board
Congress established the PnbDecemlmbhtd®r @5-t 1D6BO6Da§ s
56,7 Sec. 703 ; bBID4 UStSatC.. YUBIibMdnsemedonkeenmttsi ve br anch
agency has nine members, five of whom are appoir
appointed by CongrleSGGrTke Bsr¢dhdeoRidBet hecret ar
Thleaw reqPuililXBos t he
1. advise the Prsetsainde ntto, tthhee PAsess i dent for Natio
the Director of the Office of Management and
branch officials as the Board considers appr
coordinated, and dompr e€lbdd sictd oinde mteivfiieova tf or
declassification, and release to Congress, 1
declassified records and materials (includin,
are of archival wvalwue, 1 ncdliumdairnyg pruebcloircds and
interes:t
2. promote the fullest possible public access t
documentary record of significant United Sta
significant United States (M9uppaoantl skeurity .
oversight and legislative functions of Congr.
role of the executive branch; (C) respond to
security matters; and (D) promote reliable h-
historical study in national security matter
3. provide recommendations to the President for
review for declassification of information o
does mnot wundermine UhetadtBoaabssetorbeyuaode:
accordance with a declassification program ¢t
established byxetchut iPwree soirddeenrt. by e
4, advise the President, the Assistant to the P
the chiomre of tMama@Qftfmemde @afnd Bevdgekegcandveuch o
br anch aosf ftihcei aBlosard considers apgropriate on
issuance by theutPresideder ofregarding the cl:
decl as s i fincaalt isoenc uorfi thyh tilnoSo Cma #13.6dn Ame ndment s
In December 2007, t hlempPrloDvBi npgu b gi csghaedds iaf ir peaptoird n i n
the process that led®*®The thkDBsalancleao h&L O. pudBL
discussiddaclad®®i on issues.

24 public Interest Declassification Boatdyproving Declassification: A Report to the Presidfeam the Public
Interest Declassification Boar@1DB/ISOO, December 2007), lattp://www.archives.gopidbimproving

declassification.pdf

25 Public Interest Declassification Boal |,

“ Me ehttpi//wvgnsatchivesagopidb/meetings/

Congressional Research Service
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National Declassification Center

President Obama established the National Decl ass
whiicsh described bel ow, ischresponhiscbt cofoofexptfdrn
accessioned (NARAeleased) to the

The Obama Adns nRe t r(altmisoshi f i e d
Information Policy

When President Obama took office in January 200F¢
by E. O. 12958 as amendedmby. ECOi h3289DdDnsPnedi e Dt
April99y, and his successor President George W
28, ®003.

President Obama ordered a review ofThkdassified i
President wrote,

[M]y Administration is committed to operating with an unprecedented level of openness.
While the Government must be able to prevent the public disclosure of information where
such disclosure would compromise the privacy of American citizens, national security, or
other legitimate interests, a democratic government accountable to the people must be as
transparent as possible and must not withhold information forseelfng reasons or
simply to avoid embarrassmeit.

To achieve tshseisset gmtad¢tsg tHlhe MWadcsiodal Security Af
known as the Nat ivoan atlo Ssswhimii tt “rteok dtwlinese mRdr)actsii odnesn ta n
proposedtwmdei suacrkE.n@. phAgGxHKding

(i) Establishment of a National Declassificati@@enter to bring appropriate agency
officials together to perform collaborative declassification review under the administration
of the Archivist of the United States;

(ii) Effective measures to address the problem of over classification, including tlitdgoss
restoration of the presumption against classification, which would preclude classification
of information where there is significant doubt about the need for such classification, and
the implementation of increased accountability for classificatiamstms;

(i) Changes needed to facilitate greater sharing of classified information among
appropriate parties;

(iv) Appropriate prohibition of reclassification of material that has been declassified and
released to the public under proper authority;

%president Bus hnasteda rumbenaf policies thatrindreased kengthenethe classification of
governmentnformation For example, E.O. 12958 required documents to be declassified 10 years after their issuance.
E.O. 13292 abolished the former policy and changed the latter from 10 to 25GR&rReport 9771, Security
Classification Policy and Procedure: E.O. 12958, as Amenidedevin R. Kosarp. 10.

2Z7President Barack H. O b a ma—Clagsdfiedrnnformatiord anchContrélled\Umcjassitied , 20009
I nf or ma FederahReyiste26277 June 1, 2009.

28 |hid.
29The memorandum also orderadeview of thez o v e r n me nfar ¢ontrolied undlassified information (CUI), a
topic this report does not address. For an introduction to

Unclassi fied htiphiwvarehivesgoe/? ” at
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(v) Appropriate classification, safeguarding, accessibility, and declassification of
information in the electronic environment, as recommended by the Commission on the
Intelligence Capabilities of the United States Regarding Weapons of Mass Destruction and
others; and

(vi) Any other measures appropriate to provide for greater openness and transparency in

the Government’ s security classification and decl
necessary protection to t¥e Government’ s legitima

The National SecaspogsBdwysoduec

At the request of the National Security Advisor,
established a website to solicit pu®The input or
PI DB dasskhe public to ldmctashefyrcegndmmenpblioy(l1)
declas s inftjea@B 3 osi fcieg a & ntdenc( hpnpolliocgyy 1 s smes and cha
Approximately 150 comments were s utbhma tted to t he
submission period (June 29, 2009 to July 10, 20C¢
Washington, DC, on July 8, and then transmitted
Securit¥$ Advisor.

After an interagency rdsitewtpromcdss,uctdhd t@bamav i/
information policy in Executive Order 13526 on I
accompanying mem¥randum and order.

Current ClassifiedEI@forTinma2a o
E. O 13526 revoked E.O. 1299BRcacsdamaphdddmbyyEt em
for c¢classifying, safeguarding, dWdhedaaljossi fying
components of this new® policy are enumerated bel

Classification Levels

E. O. 13526 mai nd tad medli atsgsei ftihcraetei olnonlge vel s, or <cl a
top secret, secret, and confidential

30president Barack.Ob a ma , “ Me mo r a n d unClassified Miormatian7and Conbrdlled Unclassified
I'nfor ma2627d.n, ”

31 James L. Jones, National Security Adviser, letter to Martin Faga, Chairman of thelPRugiéist Declassification
Board, June 2, 2009, pp2, athttp://www.archives.goyidbletter0602-09.pdf

2Martin Faga, Chairman, Public InnRolicgRoumbDadhkoduicfi omt, "od uB
29, 2009, ahttp://www.whitehouse.goblog/DeclassificatiorPolicy-ForumIntroduction/
33 National Archives and Record Adminis at i on, “Public Interest Declassificatior

Federal Registe2 9 7 2 9 , June 23, 20009 ; and Public Interest Declassif e
web page, dittp://www.archives.gopidbfecommendations/

¥President Barack H. Obama, “Executive OiDdcember2® 52 6, Cl assi
2009,75 Federal Register07,January 5, 201@®resident Barack H. Obaria,l mp 1 ¢ me the BxecutivenOrderf
‘Classified National Secur i tPFededlRégisterdd Januarm5, 2010;abde c e mber 29,
President Barack H. Obania,Or i gi nal C1 a s sDefeinken29,i200%5 Federal Ragista?35yJantiary

5, 2010

BPresident B a Execufive Ofder 13326, |@saified National Security Information”  p . 1.

®More specific guidance to E. OClasdifitsNatonahSequritydnformaton; nd in t he
Final Rul¢® 32 C.F.R. 200175Federal RegisteB7254, June 28, 2010.
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( 1 Yop Secrét shall be applied to information, the unauthorized disclosure of which
reasonably could be expected to cause exceptionally grave damage to thed satiority
that the original classification authority is able to identify or describe;

( 2 )Secrét shall be applied to information, the unauthorized disclosure of which
reasonably could be expected to cause serious damage to the national secuhty that
original classification authority is able to identify or describe; [and]

( 3 Tonfidential’ shall be applied to information, the unauthorized disclosure of which
reasonably could be expected to cause damage to the national security that the original
classification authority is able to identify or descr{Bection 1.2(a))

The origni nal classéférastionthetporson or agency
piece of i1information.

To improve the accuracy 3052 6¢c,1 aSsescitfiiocna tli.o9n raecqtuiivri
complevbmpachenfafvet heivri eiwnt ernal <c¢classification
Previously, there has been evidence to indicate
are out o fuldlayt ei na nadl ingontmefnt wi t%h current <classif f

The Tevfileddf or mElhaMaly Be Classified

In keeping with previous executive orders, E. O.
pertains to

(a) military plans, weapons systemspogerations;
(b) foreign government information;

(c) intelligence activities (including covert action), intelligence sources or methods, or
cryptology;

(d) foreign relations or foreign activities of the United States, including confidential
sources;

(e) scientific, technological, or economic matters relating to the national security;
(f) United States Government programs for safeguarding nuclear materials or facilities;

(g) vulnerabilities or capabilities of systems, installations, infrastructures, tsoptans,
or protection services relating to the national security; or

(h) the development, production, or udeveapons of mass destruction (Section 1.4).
Additionally, E.O. 13526 continues the prohibiti

(1) conceal vitations of law, inefficiency, or administrative error;

(2) prevent embarrassment to a person, organization, or agency;

(3) restrain competition; or

(4) prevent or delay the release of information that does not require protection in the interest
of the natbnal securitySection 1.7)

Section 1.7 of the ordetfdaslisco sfcarcmitd sfitcha esleas i
not clearly relat®d to the mnational security.

37 Information Security Oversight OfficReport to the President 20@@/ashington, DC: NARA/ISOO, March 31,
2010), p. 19, abttp://www.arclives.govisooteports2009-annualreport.pdf
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Challenges toafHat€sas$ sliefivietlashi on

Persons whedaby &uOhodBS526 or statute to h
the classification of a*Tphieeyc ea losfo immafyo rcnhaatlil
classification. Thus, for exampl emat fohwaet
di fferent levels (e. g., t op s ec rsetc laansds isfeicc
mar king. Such disputes are resolved by the

old «cl
oenn g(eS ¢
agenci
raetti)o, n

I SCAI

Persons Authorized to Classify Infor ma

Classification

Original aldssisfitomataimon nstance when a gover nmen:
information that hitMhermrmitwa thiavde meofta sbscicfnd ccd missn sfti x
when originally classified infor matgi oot hiesr r epr oc
classified information. Original classifiers anc
information, but most derivatively classified ma
positions require t heermmattoi owo r(ke .wg .t ,h¥®Hcrnd@aeslsliifg eendc e
13526 sets forth policies for both original and
E. O. 13526 empowers the“aRrasxiyd cdireta,d’ssMigched Porfefsiicd ean
original ¢l assific)a.t idonn ianudtihvoirdiutayl (wSietcht ioorni gli.n3a I
may delegate his or her power to other U.S. gove
must be made known to the Director of the ISO0OO.
enumer atrees tthhaen dogvon dyp zkama d’>swhon p o fSfeissi owlrsi gi nal
classificdditomlawt kdmirt fies which officials may
classification levels. Thus, for example, t he Di
authorized to classify information at the top sc¢
Commerce may not claslsify above the secret level
Both original and derivative classifiers must ma
classnfmarmakimg, their name, their official posit
and the duration of classlilfipatdsdoms ($echiohadsi6]f
authority must be trained 1nPet sson st fimudsateidon and
study Dbo tbhr asmxecelcen tpovlei ci es (@atdlerdiiansd iB.i@.uall3 Sa2gée)n c y
cl as s igfuiicdaect i(ownhi c-hphol s Oargehemmile sc)l assifiers mus
training annuallyfjeandmasti veceveeclidssesvery t wo

38 These persons do not include only the original classification authority; rather, they include any person who has been

approved to have access to a piece of classified information. So, for example, gtargetDefense may originally

classify a piece of information, but a Department of Defense analyst who has been authorized to access the information

may challenge its classification level.

39 The policies for approving persons to access to classifiedhiafion were set via executive order. See President
William J. Clinton, “Executive Or drederalRegktea®245 July28 s s t
1995.

40president Barack H. Obanmia,0r i gi nal ClasspMBi cation Authority,”

41 A previous executive oraeE.O. 13292, dl not list the agency heads and officials with classification authority

Rather, the order provided the President and Vice President with original classification authority, and authorized the
President to designate persamith original classification authoritie.O. 13292id not delineate the levels at which

o CIl as

designees could classify information, and the President co

2

secret original déderd Registeils316t Macch28,22008.h or i t y. 68
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Duration of Classification

Section 1.5 of E.O. 13526 requires a public rele
Specificallydeai ghpeei fier dmaset or beavseend ufpoan de cl
t he dur antaitoino noafl tsheecur ity s®nsitivity of the 1inf
Under the previous executive order (E. O. 13142),
for not less than 25 year $E. ©b26 Acba pasg etnhcey daucrt ai toir
classification at 10 years, exxteprliynorhdemnasar
be expected to reveal the identity of a confider
weapons of maSsusc hd ensatfrowmont iiesn.t o be c¢classified for
accordance with policies set forth in Section 3.
years

Declassification

Declassification refers to the prbeess fbgdwhich
Usually, the onus of declassification falls upon
piece of information. Said agency or person (or
whet her 1t should bpet e(dl )f rdoene l1daescsliafsiseidf,i c(a2t)i oenx ebny
current classified information policy, or (3) re
information c¢classified. In the end, the infor mat
declassg.fjieddedacted), or remain wholly c¢classifie
E. O. 13526 provides five means through which nat
decla®Bifsted. whoever has classified a piece of i
reason(s) fonoitesngbashotfdcaSeonnd, declassifice
agency challenges theé pcrloapsrsiieftiyc aotfi oann ootfh ei rn faogr emnac
previouScllya,s stihfeiscea’tairoen rcehsaolllveendg ebsy t he I SCAP. )

Part 3 ofsebEt.sO.f olr3t5h2 6t hree additional means: aut o

declassification review, and mandatory declassif

$XWRPDWLF GHROWDIVaVL blah D WiLKRQd e c 1 assi fication, inforr
moves to «ta¥Tehs si, fithodvever, does not mean that t|
available to the public’s THhe IMDBGC iMiusctatricowmi eaw ttihve
they are in accordance with cdecbkbanss phay cnyee AAdtda
review the records for information that their ag
E. O. 13526, SectiencB. 3a6b)yaprevidadeni which an o
aut hority mapyi erceeq twoefmyd etchladtslsai fi ed infoffmation re

42E.O 13142, 64ederal Registe66089, November 23, 1999.

43 There are at least two other means for declassifying information. Congress may enact a statute requiring particular
information to be declassified; and Freeddninformation Act (5 U.S.C. 552) requests may result in the
declassification of information.

44E.0. 12958, issued by Presid&dilliam J. Clinton in 1994 mandatechutomatic declassificatiott required most
forms of classified information to be declagsif 10 years after their initial classification date.

45 The exemptions cover instances when declassification would
(1) reveal the identity of a confidential human source, a human intelligence source, a relationship
with an intelligence or securigervice of a foreign government or international organization, or a

nonhuman intelligence source; or impair the effectiveness of an intelligence method currently in
use, available for use, or under development; (2) reveal information that would agsést in t
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6\VWHPDWLF GHRODPVYYUILERQWLRQ E. O. 135263 g8e&ky ngn 3. 3

to exempt 1 mfucromeattiiocn dfercdm s si fication smust s ubm
direct or SCARh dwitlhle adjudicate the request. I f the
information in geesemaodoncisdeshbfndtirtathi en provcics v
information remains c¢classified fdr bep to an addi
automatically declassified unless the classifyir

ODQGDWRU\ GHFODVVLILhEDWERI@B UB6LHZS e ct fon HMafhdatosyt
declassification review, a pgaccsgss ftohatdeicd aism g tf i
wi Fheedom of Information Act (5 U.S.C. 522) requ

request may be soughtlThky pa omember eqfiitrkts phkl oc.
assess whethemrm maltd ol ss¢silfli end eitsf a he standards

enumerated in Sect*®enr tla i2n( at)y poefs FEo. fO.i nlf305r2n6a.t i o n

mandatory declassification requests, such as 1inf
Freedbmfofmation Act (5 U.S.C. 552), informati on
President and some of the individuals who work v
submitted for prepublication review (e. g., memoli

A New ENMatitoonal Declassification Cente

E. O. 13526, Section 3.7 established the National
Archi@ebkl ¢ geD.PaTrhkee NWDC is headed by a director,

Archivist 1n c¢ontsarliteast ioofn twhie ha gechnec iseesc rtehat c¢1 as
information (i.e¢e., the Departments of State, De f

Attorney General and Director of National Intell
and cihtr giesd with expediting both a%tomatic and sy

Although a new entity, the NBICt hwass bedewni s ad deaw ed
for reducing the significant backlogedfbyglassifi

development, production, or use of weapons of mass destruction; (3) reveal information that would
impair U.S. cryptologic systems or activities; (4) reveal information that would impair the
application of statef-the-art technology within a U.S. weapsystem;(5) reveal formally named

or numbered U.S. military war plans that remain in effect, or reveal operational or tactical elements
of prior plans that are contained in such active plans; (6) reveal information, including foreign
government informatio, that would cause serious harm to relations between the United States and
a foreign government, or to ongoing diplomatic activities of the United States; (7) reveal
information that would impair the current ability of United States Government offiocigiotect

the President, Vice President, and other protectees for whom protection services, in the interest of
the national security, are authorized; (8) reveal information that would seriously impair current
national security emergency preparedness mansveal current vulnerabilities of systems,
installations, or infrastructures relating to the national security; or (9) violate a statute, treaty, or
international aggement that does not permit the automatic or unilateral declassification of
informationat 25 years.

46 Section 1.2(a) establishes the three levels of classificationfidential, secret, and top seerddased upon the
severity of damage to the United States’ n-bh2tofithisnal security
report.

47 Sheryl J. Shenbergebjrector, National Declassification CentérTh e Nat i ona l Declassification
materials, October 29, 2010, p. 11.

“Allan Weinstein, Archivi s t, OrgaNzation of AmericanblistoriniNewsldttdri c at i on I n
August 2007, alttp://www.oah.orgdubshl/2007augheinstein.htmland National Archive2009 Performance

Budget pp. 1-23-11-27, athttp://www.archives.goaboutplansreportsperformancebudget20092009 performance

budget.pdf

Congressional Research Service 14



Classified Information Policy and Executive Order 13526

agencies to the National Archives but not yet fu
recently estimated this backlog to be 418 millic
that accompanied E.O. 13526 ogqbyr ®Bscembe NDEI1 T o
20 193 .

One of the causes for delay “mnldeplesdp€ncygteqni
classified information. Put simply, when an agen
contain informatmoawnw wWhash ®©éhkeepgehaesesfied. Thu
document that desscrcilbaensd eas tfionree iegfnf onrattsi otho acquir
of interest to the Central Intelligence Agency,
insttandde declassifying agency is obliged to re°
wait for their review of 1t and agreement to dec
The NDC aims to speed up this process through mu
fromprmhwl taigencies to work moragedtgogupety meteecvabw

and by implementing processes to reduce unneces s

SafeguaGldismgi fied Information

Generally speaking, agencies ttihant Ppro daklei gaad tud
safeg®Br@. it3526, Part 4 sets the basic standard
government employees and other persons:

(a) A person may have access to classified information provided that:

(1) a favorable determinatin of eligibility for access has been made by an agency head or
the agency head’s designee:;

(2) the person has signed an approved nondisclosure agreement; and

(3) the person has a netsknow.

This part of the executigeawmddret nadiswi mg qun rtelse
safekeeping of classified information. E. O. 1357
classified information outside of the original c
the 1SOOndongssegubnrntions that prescribe the st:
distributing, transmitting, destroying, and accc
must prescribe thpregnratharfler foranmedagiempl oyees
information securitiysand tfiormn cparorgyianmmgs .out sel f

Possible Issues for Congress

E. O. 13526 and s acec
may be prematur to at
its implementation may
e
n
S

—
-

mpanying memorandum and ¢
empol aayasHewsmen,t oDdvdrt s
be worthy of congressiona

(0)
t

Q)

1. E. O. 13526 continues the tradition of congres
classified informatio p(odliicnyt. o nS,i nBcues hl,9 9(bb,a niah)r ehe
three executive order (E. O. 12958, E. O. 13292,
®Sheryl T. Shenberger, Direct or , aMectadsification Cedpt”c 1pa.s sli2f;i caantdi o n
President Barack H. Ob a ma , “Implementation of the Executiyv

memorandum, December 29, 2009 ,F&sleral Register 33, January 5, 2010.

°As noted i n ection efthis &por (pp-8)dathfedsral laws and agencies have set policies for the
safeguarding of classified information and the prosecution of individuals who violate these policies.
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significant revisions to their security classifi
revaluate thotbeaoddcitthoe oppentdmi t si gni ficant change
information policy via executive order.

2. As with previous executive orddedhe, cEi@erlid®n2c
damalghece di ffering 1ekdlngsofreplressinfti vatriydam gmare ve
“damage to ndThwnaltkecakast §€6dnt n dsechoanlilanbhbrek ianpgp 1oife

to information, the unauthorized disclosure of v
damage to stetlcewrnatyi arhalt t he original c¢classificat
desc’™Memem.whi le, a document may be given the high

“could reasonably be expectedNa oo tcheurscaviatlxeuredsptn ro n
are to be taken into account

The tdammmagnedat i onaédreernhét gnt INge ibdlaeaadgpec onke pt s .
state of relations among nations aBeOeadBdb26quar
carries thedertawounefmesdudefimndfioneddbhitdagetfth aes
Unitedi Stateastional relations.

“Damage to the mnational security” means harm to t
of the United States from the unauthorized disclospireinformation, taking into

consideration such aspects of the information as the sensitivity, value, utility, and

provenance of that information.

Congress might examine the wutility of the contir
concedpatmaogfe t o ncdtlitomdls os aecomAidt yassess the utilit

tetmmage to thetaadévauvhmi secwheéther they are ove
3. As des cEr.iObhe d 3a5®R bV ca,scsliagsnssi rfsmaegdnool fini€cpa n t
responsibilities toAnhe xkS0OanvhWDOrdends NARAOo api
funds from t;¥enl@eS. Chregarsewsrsy may assess whether
sufficientareyoontes$ heor work

4 . E. OSetB8352a@, 1.9 requires classifying agencies
ensure they comport with current classified 1nfc
years . One objective of this pr abcetiincge cilsa stsoi frieeddu
needlesslyssODbecation, or the act of classifying
only 1is a violation of government pekleiecpyi,ngi,t al s
handling, and dreecslsa snsaiyf iacsakt iaogne.n cCioensg t o report o
completing this task.

5. In the memorandum accompanying E.O. 13526, tth
Declassification Center to clear the more than A4
25 years ol d by*Thec eNbbEeor]l €3 li,s 2t0olr3E.ac e Wi bdt ¢ ha gen
documents and their deter minations to release T1c¢
classified

5L For a recent example of the elasticity of security classificah , s e e St eBehindtheACensarshigafo d,

Operation Dark Heart SecrecyNews.orgeptember 29, 2010, laitp://www.fas.orgblog/secrecy201009/
behind_the censdtml.

S2Article I, Section 9 NofMonephshall be dBwn frénothesTteasury buiiroGonsequemoge s ,
of Appropriations made by Law”
%President Barack H. Ob a ma, “I mpl ement at iyo nl noffo rtnhaet iFoxne,c’u”t i

75 Federal Register33.
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To datiédeacgleanscs i fi cati cang goefd ibrefha rnnda ttihcen rh apsr old u c t
According to an NDC estimate, each year 15 milli
accessionedatanltyhel INAWRAA mMpbat pagks declassificat
armtade avail abTehRre shldenapmwblaimdum would require m
million pages of information to move through thi
100 million pages per year.

Congresbhomeymonit dr ptrhoegrNBG ntgo wd radnr ®adflu icte hwel
backlo

ss enactefflabesiReduacinmg @Aver in October 2(
l eased iFRs2 0r0flgn |l a mp bame @ BTtheg SEn@.t el 3526 .
ee on Homel and Secwrroittey: and Government al

I SOO r

g
6 Congr e
e
Commi t t

The Committee wishes to emphasize that none of the provisions in this Act is intended to

supplant the Executive Branch’s longstanding aut
should be approprialy classified within the framework established in Executive Order

13526 and its predecessors. Indeed, the Committee believes that the provisions of the Act

complement and do not conflict with Executive Order2@5and that both the Order and

the Act wil promote the goals of increased transparency, information sharing, and

security®®
Section 4 of this new statute requires the Secre
advisory officer,“delellops anlde diatblemahey cadsduend:i
devel op and admi n’itsot ears ftierdaei rnmiunbga aeptreorgsrlapncsa ¢ , , a & d
gover nmedntpwdotadre firms) that utilize classified
new official mastahsvend hpsegmams approved by th
to set the stardards yfeduaogdnomesand training pr
Congreseoenmager whramemiagencies have faced any ct

t hneew 1l aw and tkeonsxmawmttilwe order

7. The RedLlaissg fOcation Act #hmy im@ bmomgasagenu
The illicit release of over 250,000 State Depart
employee, emtheindheaent difficulty of balancing
protecti oonme Aalgreenacdiyes shave anndélincelenmwrseectuhet
Of fice of Management and Budget has ordered agenrn

“establish a security assessment team consisting
nce expert's tmpkreméeetwat henag€npryocedures f
ssified informatioWCaeggtasasvenmpa mpelrd da shd arsit
it can aggregate agency reports on their i
eguarding.

8 . The incidents of unauthorized leaks cited at
common -ftehaetyurienvollwer ipead otne lhaate access to clas:

“Sheryl J . Shenberger, Director, National DeclRassification

55 Senate Committee on Homeland Security and Governmental Afatijcing Overclassificationcd S.Rept. 111

200 p. 4.

%White House Office of tWS Gdvermment MitRationtEffortsainr Light of th& Recent S he e t
Unlawful Disclosure of Classifiethformation ” De ¢ e mb e http:/Ayww.\2hilehouse.gattie pressoffice/

20104201 factsheetusgovenmentmitigation-effortslight-recentunlawful-disclo.

Jacob J. Lew, Director, ONkiLéakse-MishéindliNtrohClagsifieddnfotmatign’d Bud ge t ,
memorandum, November 28, 2010h#p://www.whitehouse.gositesfefaultfiles/ombmemorand&011/

wikileaks.pdf
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Congress may wish to survey these and other <cas.
commonalities 1in these 1instamoeoesvaWeons §bomiébkani
t hese 1 ntdtilvei dsuuaplesr vliis ed in their handling of <cla
the negative consequences for the unauthorized
di scourage further incidents? Was most of the 1in
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Analyst in Government Organization and
Management
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